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Despite the benefits, smartphones present interesting challenges to the IT department. Many IT departments have
accepted they need to provide some level of support for devices that employees bring in, however, this is not necessarily
straightforward.

Smartphones present a significant security risk to organisations by increasing the risk for potential device theft/ losses
due to the size and popularity of the devices. This could lead to data compromises if sensitive data lives on the device.
Data on smartphones is further threatened by the fact not all mobile platforms support encryption, and the ones that do
support it at varying levels. To make matters worse, Malware, which has the ability to bypass all local security devices, is
increasingly being targeted at smartphones. The download of apps increases the risk of infection.

Smartphones may also impact negatively on productivity. On average, employees spend an hour a day working online
from home in the evening and slightly under an hour on personal tasks during the working day). The net effect appears
positive for employers, however, people generally perform better during the day than at night, eroding the net gain.

In addition, evening workers will not have full access to their team and information, reducing how effective they are.
Smartphones may also contribute to employee ‘burnout; as being constantly accessible increases stress - one in three
smartphone workers wake regularly during the night to check their email.

(1) For the purposes of this thought piece, a
Smartphone is defined as a device which
not only allows you to make telephone calls,
but it is based on an operating system that
allows you to run applications. It also has
access to the internet, supports your email
accounts, and has a QWERTY keyboard.

.(2) http://www.forrester.com/rb/search/results.
Jsp?N=0&Ntk=MainSearch&Ntx=mode+
MatchAllPartial&s=1 &Ntt=mobile+working
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